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ABSTRACT- The Surveillance systems are widely used in all 

fields of area, to have an eye on the intruders and monitors the 

activities of the people. In today’s scenario, the Surveillance cameras 
or systems are placed in every places. The system proposed in this 
paper is mainly for the secured areas like bank locker room, server 
room etc. This paper implements the surveillance system that if any 
person is detected entering the room, then the recipient or Authority 
person is alerted with the message and email and that place is alerted 
with the buzzer. The raspberry pi is used as the main controller in this 
system as it acts as a mini computer wherein all process done is similar 

to the Personal Computer. The PIR Sensor is used to monitor the 
movement of the person and the camera captures the video and sends 
it to the recipient email address to ensure them about the entering of 
the intruder in that secured room. Thus, this system enables to alert the 
person by SMS, Email and buzzer sound, if any person enters the place 
which is highly secured. 
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INTRODUCTION 

Video surveillance systems seem to be used everywhere 
these days. The word surveillance means the act of carefully watching 
someone or something especially in order to prevent or detect a crime. 
But video surveillance system monitoring is a relatively new field. The 
video recording is useful in identifying a criminal and be used for their 
prosecution in the event. Videos surveillance system monitoring 
allows technicians to monitor for a variety of criminal activities. 

However, video camera surveillance monitoring is a multi-functional 
tool which can also be utilized to monitor any number of processes and 
situations. Therefore, video surveillance systems are an electronic 
means of watching someone or something. Video surveillance systems 
are a system of one or more video cameras on a network that send the 
captured video and audio information to a certain place. They are live 
monitored or transmitted to a central location for recording and 
storage.  

The Surveillance system uses one or more cameras and a 
control unit to monitor the target area. The camera captures the images 
or video and the control unit controls the operations of the camera and 
stores captured details. Typically the desktop/laptop computer act as 
the control unit for the surveillance systems. 

Home/office security systems have grown in popularity in 
recent years, a home/office owner’s look for ways to protect their 
personal space and enhance their home values. 

Traditional video surveillance systems allocate a large 

number of video cameras to monitor a whole environment and collect 
a large volume of audio/video information requiring great computation 
and manpower to analyze it. Generally, someone must always be 
watching all the monitor screens to check whether events occurred or 
not in the monitored environment. There are always some hints from 

these numerous records, but the main disadvantage is the person's 
capability to detect the motion of objects. 

PIR sensors belong to the class of thermal detectors. Thermal 
detectors can measure incident radiation by means of a change in their 

temperature. When an appropriate absorbing material is applied to the 
detectors element surface, they can be made responsive over a selected 
range of wavelengths. PIR sensors are designed to detect human 
bodies. Being low-cost, low-power, and providing a reliable indication 
of people presence, PIR sensors have achieved worldwide attention.  

So, the Surveillance system is more effective when it is used 

with PIR Sensor to detect the presence of any person. This method can 
be implemented in the very highly secured areas like Bank lockers, 
confidential areas, Server rooms where only the authorized person 
have access. In order to prevent the entry of the intruders into that 
room, this system may be a good solution. 

RELATED WORKS 

 Surveillance plays a crucial role in day-to-day life. A typical 
surveillance system continuously monitors its vicinity and stores the 
surveillance data locally. This may end up in lots of memory and 
energy wastage. Many works have been proposed for the effective 
surveillance system. Each work uses different technique to ensure the 
effective surveillance. The Arduino and PIC Microcontroller have 
been used as the controller to carry out the operation.  

 The new design for surveillance using smartphone along 
with the passive infrared (PIR) sensor and the microcontroller unit 
(MCU) is proposed in one of the existing work. The PIR sensor is 
attached to the smartphone through the MCU to detect motion. When 
the motion detected the smartphone camera switch ON and OFF and 
just notify the SMS alert and monitor the process. In this Arduino 

board is used because, just camera ON and OFF process is done and 
not using real time captured image.   

 In some works, the Arduino Microcontroller along with PIR 
Sensor, Mobile Phone Camera and the Bluetooth is used to build the 
surveillance system. The system describes as that if the PIR Sensor 
detects any human, (i.e.,) PIR Sensor value goes above certain value, 

then the Bluetooth turns ON and the commands like ON the Camera 
from the Bluetooth turns camera to record the video and OFF the 
Camera to stop recording the video. The recorded video is then send to 
the authorized person. Though the interfacing of the sensor, Bluetooth 
and Camera with the Arduino is simple, the main disadvantages in this 
method is that the Camera used with it, is a Mobile Phone Camera.  
The USB camera cannot be fit to the Arduino Board. So, this becomes 
expensive.  

 If the Bluetooth fails to function, then the whole process 
shuts down. The camera cannot function though the PIR Sensor detects 
the human correctly.  
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 Some works have used PIC Microcontroller to process the 

operation. The PIC controller can also be used but the same problem 
arises that it cannot fit the USB Camera with it. It need extra 
interfacing of the camera. And programming the PIC is also difficult. 
It requires more components to interface. 

 In both Arduino and PIC Controllers, the video recorded by 
the camera cannot be stored as it doesn’t have enough memory to store 

them. So, the only way is to mail the video to the respective person’s 
Email address. 

 The Raspberry Pi has provision to fit the USB 
Camera which is cost effective and it can be placed at any place where 
the movement of the person is to be noticed. In the Raspberry pi, the 

SD card is used along with it which can store the video in it and it can 
be retrieved and viewed later. So, the raspberry pi is used in our 
system. 

PROPOSED SYSTEM 

The limitation of the existing system such as inability to 
store the video captured, need to fit a mobile camera or extra camera 

along with it and process starts once the command is given by the 
Bluetooth are overcome by the proposed system.  

SYSTEM IMPLEMENTATION 

 The proposed system uses Raspberry pi to control and 
perform all the operation. The PIR Sensor is used to detect the 
movement of the person and the camera captures the video and alerts 

the recipient or client person by Email, if any person enters the secured 
room and the buzzer alerts the persons in that place. The Block 
Diagram of the proposed system is given below.  

TRANSMITTER 

 

 

Fig 1: Transmitter 

 

 

RECEIVER 

 

 

Fig 2: Receiver 

RASPBERRY PI 

The Raspberry Pi is a small single-board computers which 
are developed in the United Kingdom by the Raspberry Pi Foundation. 
It is an open source software. It is predominantly developed to enable 
teaching easily and developed for the Linux Operating System. It does 
not include peripherals such as keyboards and mice. All models of the 
raspberry pi features a Broadcom system on a chip (SoC) with an 
integrated ARM compatible central processing unit (CPU) and on-chip 

graphics processing unit (GPU). Processor speed usually ranges from 
700 MHz to 1.4 GHz for the Pi 3; on-board memory ranges from 256 
MB to 1 GB RAM. Raspberry pi usually has 4x USB, HDMI, LAN, 
built-in Bluetooth/Wi-Fi support, 1GB RAM, 1.2GHz quad-core ARM 
CPU, 40 GPIO (General Purpose Input Output) pins, audio and 
composite video output, and more. 

 
Fig 3: Raspberry pi 3 

The commands are used by the user to gain control over the system. 
All the tools in the raspberry pi allows the user to directly manipulate 
their system with the use of commands. The general commands used 
in the raspberry pi are 

 apt-get update: Updates your version of Raspbian. 

 apt-get upgrade: Upgrades all of the software packages you 
have installed. 

 clear: Clears the terminal screen of previously run 
commands and text. 

 date: Prints the current date. 

 find / -name example.txt: Searches the whole system for the 
file example.txt and outputs a list of all directories that 
contain the file. 

 nano example.txt: Opens the file example.txt in “Nano”, the 
Linux text editor. 

 poweroff: To shutdown immediately. 

 raspi-config: Opens the configuration settings menu. 

 reboot: To reboot immediately. 
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 shutdown -h now: To shutdown immediately. 

 shutdown -h 01:22: To shutdown at 1:22 AM. 

 startx: Opens the GUI (Graphical User Interface). 

 

 

PIR SENSOR 

The Passive Infrared Sensor (PIR) is mostly used in the 
motion detectors. The Sensor measures the infrared radiation emitted 
from the objects in its field of view. PIR Sensors are used to detect the 
movement of the human in and out of the sensor’s range. The range of 
PIR sensor is from 5m to 12m.  

They are small, low cost, and easy to use and they do not 
wear out. The term passive refers that the sensor does not emit the IR 
signal by itself but it detect the IR radiation coming from the human 
body in that surrounding area. The detected radiation are converted 
into the electrical energy which is proportional to the level of radiation 
detected.  

 
Fig 4: PIR Sensor 

The figure below shows the graphical representation of the voltage 
level of the PIR Sensor when it detect the human movement in that 

surrounding. 

 

Fig 5: Output of PIR Sensor when human is detected 

 

 

Fig 6: Output of the PIR Sensor 

 

CAMERA 

The camera used in this process, streams its images in the 
real time through the raspberry pi to internet. When the video is 
captured, it is saved and send to the other networks such as the internet 
and may be emailed as an attachment. It can send live pictures or 
videos to another location by means of internet. It is plugged in to the 

raspberry pi using the USB cables.  

 

 

Fig 7: USB Camera 

SOFTWARE USED 

Python is a general-purpose interpreted, interactive, object-
oriented, and high-level programming language. Python is a great 

language for the beginner-level programmers and supports the 
development of a wide range of applications. Python is derived from 
many other languages, including ABC, Modula-3, C, C++, Algol-68, 
SmallTalk, and Unix shell and other scripting languages. Python has 
few keywords, simple structure, and a clearly defined syntax. Python's 
bulk of the library is very portable and cross-platform compatible on 
UNIX, Windows, and Macintosh. It supports functional and structured 
programming methods as well as OOP.  
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Fig 8: Python Command Window 

PSEUDOCODE 

Input: Capture video cv 

Output: video frames 

Begin 

Motion detected by PIR sensor 

Camera start the process 

If (motion detection = 1) 

Begin  

Getting video frames. 

Calculating frame height and width, time. 

avconv -f video4linux2 -timelimit 5 -r 25 -s 640x480 -i /dev/video0 
/home/pi/out1.avi 

For (i= 1 to frames) 

Begin 

Set time for frames 

Allocate 1sec= 10 frames 

If (seconds == 3)  

Begin 

Initialize empty_matrix[i] 

empty_matrix[i] = frame[i]; 

end 

end 

end 

end 

 

 

 

WORKING METHOD 

 

Fig 9: Hardware Model 

The main aim of the process is to detect the unknown person 
entering into the secured room by the PIR Sensor and send the client, 
video clip taken by the camera and also alert that person with the 

message from the GSM and alert that place with the buzzer. 

The raspberry pi is a processor which controls and perform all the 
operations. The PIR sensor, GSM and Buzzer are connected to the 
GPIO pins of the raspberry pi. The SD Card is mounted on the 
raspberry pi and the camera is connected to it via USB cable. The 

Python software is used to program the raspberry pi. The video taken 
by the camera is stored in the SD Card which can be retrieved later.  

The function of the PIR Sensor is to detect the presence of human in 
its surroundings. The PIR sensing element senses the change in 
infrared radiation and the delay and the sensitivity of the sensor is 
adjusted. If the PIR detects the human (i.e.,) if the value of the PIR 

Sensor goes above 0, then the buzzer alerts. During that time the 
camera opens to record the video. This video is then sent as an 
attachment to the Mail of the Authority person. And for the additional 
security, the alert message is also sent to the mobile phone via GSM. 
Then the received video can be downloaded and viewed later to know 
who has entered the room. Thus, this system enables to witness the 
person who entered the secured room and also the alerting system 
perfectly alerts the place with buzzer sound and alerts the person with 

Email and Message.  

 

Fig 10: Mail received by the authorized person 
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CONCLUSION 

 Thus this system using the Raspberry Pi, PIR Sensor and the 

Camera is implemented and built. This system effectively detects the 
human movement by using the PIR Sensor and the camera records the 
video, if the person is detected.  Then this video is send to the email of 
the authorized person and also alert message via GSM. The buzzer is 
alerted in that place for the security purpose. Hence, this system proves 
to be solution as the efficient surveillance system to be used in the 
secured areas like Bank locker, server room etc. 
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